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Decision/action requested

Adding key issue on non-repudiation of the sender of a message
2
References

3
Rationale

4
Detailed proposal

START OF CHANGE

5.X
Key Issue #X: Non-repudiation of the sender of a message
5.X.1
Key issue details
This key issue addresses the second part of the following security requirement proposed for TS 22.261 [1]:

"The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of the message." 
5.X.2
Security threats



If the identity of the sender cannot be proven, an attacker could send fake messages in the NPN on behalf of another user or device.
5.X.3
Potential security requirements
Non-repudiation of the sender of a message shall be possible.
END OF CHANGE

